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Background: 

This guide is aimed at parents who (these days) are not always as internet-savvy as their children, 

yet still need to set the controls on the internet devices available to their children, both inside and 

outside the home. 

The guide has been requested by many of our parents, who have asked how to protect their children 

from ”too much time spent on the internet” and “inappropriate content”. The guide is not aimed at 

dictating or preaching to parents “how much time is safe” and “what” internet content their children 

should have access to; the guide is simply here to help those who feel they need it. 

Contents: 

1. Understand the Terminology 

2. Protect your Devices 

3. Parental Controls 

 

1. Understand the Terminology: 

If you feel comfortable with the basics of Internet terminology, then you can skip this section. 

1.1 The Internet: 

The thing that we have got used to calling the “Internet” is in fact the “World Wide Web”. The 

former has existed since the 1960’s and was invented by the US Military to enable communications 

across the country following a nuclear war. The internet has since evolved into a world-wide 

network of computers that talk to each other (some of which are helpfully located in space) for 

peaceful purposes. The internet is the equivalent of the network of railway tracks across the 

country, and the World-Wide Web is the equivalent of the trains that run across those tracks; if you 

take away the railway tracks then you have no trains; the same applies for the relationship between 

the Internet and the World-Wide Web.  

The World Wide Web has existed since the mid 1990’s and comprises vast amounts of information 

shared and exchanged by like-minded computers talking to each other across the Internet, largely at 

the behest of us humans, using a common computer-to-computer language.  

1.2 Broadband and Wi-Fi: 

Most homes have broadband these days; broadband is the wire, typically the phone-line into your 

house, provided to you by your broadband provider (for instance BT Infinity or Virgin Media) and 

plugged-in to your Broadband Hub. It carries data to and from the Internet on your behalf. That 

same wire into your home will also carry your “voice” when you make or receive phone calls from 

your landline. 

Whilst we have got used to referring to Internet access around the home as “broadband”, the thing 

that actually provides the Internet access is the signal emitted over the airwaves around the home, 

namely “Wi-Fi”. The Wi-Fi is broadcast from the Broadband Hub. 
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The Wi-Fi signal broadcast over the airwaves is not precise; whilst it will cover the rooms in your 

house, it also spreads to the street and into your neighbours’ homes; hold that thought whilst we 

read on. 

1.3 Free Wi-Fi Here! 

This is what is available to you down the pub, or in the coffee shop, in a hotel, and sometimes on 

public transport. Whilst convenient when you are out and about to say, look at the football scores or 

check the weather, it is not secure for many on-line activities such as on-line shopping. The problem 

with “free Wi-Fi” is that it isn’t just free to you, but also to anyone else within its range. Even if you 

ask for the “Wi-Fi password”, it is the same password used by everyone else, including the innocent 

looking chap sat in the corner who is secretly scanning the internet conversations around him to see 

what information he can steal. Again, please hold that thought as you read on. As a simple rule-of-

thumb, don’t access any web-site whilst using “Free Wi-Fi” that requires you to enter sensitive 

information, such as the User-name and Password for your on-line bank. 

1.4 The 4G (and soon 5G) Mobile Phone Network: 

In the early days of the UK mobile phone network, the technology restricted us to “voice” and SMS 

(“text”) conversations only. These days the national technology, both in the UK and abroad, is far 

more advanced; it also supports Internet traffic over the airwaves. Whilst you can choose to have (or 

not have) Wifi broadcast over the airwaves inside your home, you cannot switch off the Mobile 

Phone Network inside your home. Again, please hold that thought as you read on.  

1.5 Devices: Smartphones, Tablets, Laptops and Gaming Boxes: 

These are the Devices we use at home and work to access the Internet, such as the iPad, the iPhone, 

and the Amazon-Kindle. And don’t forget the gaming consoles, such as the PlayStation and the Xbox, 

which can also access the Internet so that “gamers” located many miles apart can play games 

against each other. 

1.6 Browsers and Apps: 

Browsers are the tools used by us (the humans) to “browse” the internet using the computer-to-

computer language of the World Wide Web to read information, buy things, watch films, and even 

to have “video” conversations with our friends. Our Devices (see above) all come with browsers on 

them (such as Firefox, Chrome, Internet Explorer). 

Apps (or software Applications) can be installed by us on to our Devices, and will typically (but not 

always) connect to the Internet on our behalf, to perform a specific task: 

 See the latest weather forecast 

 Do the on-line shop 

 Get the latest traffic information 

 Read our e-mail 

 Share photos 
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1.7 Encryption: 

This is how our mobile Devices protect our information and photographs from being readable, if our 

Devices are stolen, and it also protects our “internet conversations” (such as e-mails and on-line 

shopping) from Cyber-Criminals who use specialist scanning computers to “snoop on”, and steal, 

unencrypted information. 

Encrypted information is simply our “readable by humans” information but scrambled-up by 

complex computer mathematics in such a way that it can only be read and understood by the 

“owner computer” and the “intended recipient computer” of that information. Encrypted 

information is useless to Cyber-Criminals. 

If your Device is protected by a passcode, then that passcode is used by your device (behind the 

scenes) to Encrypt all the information and photos stored on your Device.  

If your device is not encrypted by a passcode, then it needs to be! Please read on to see how to 

enable a Device passcode. 

Likewise, if you have an on-line account with your bank, or your on-line shopping store, then you will 

have a password, maybe a PIN as well, and for more modern Apps maybe a part of your body 

(thumb-print, facial-recognition, voice-recognition) to uniquely identify yourself and thereby allow 

your bank or retailer to trust that the human it is “talking to” really is you. See the cartoon on the 

front page. 

This password / PIN / thumbprint is also used by your Device to Encrypt the internet conversation 

between you and the bank / retailer. An internet snooper (Cyber-Criminal) might be able to see your 

internet conversation taking place, but the scrambled-up (encrypted) contents of the conversation 

are completely unreadable and therefore useless to the snooper. 

Encryption is the same behind-the-scenes mathematical computer technology that your Broadband 

Hub at home uses to Encrypt the internet conversations, over your Wi-Fi, with the Devices used in 

your home. When family or friends call round and ask for your Wi-Fi password, their internet 

conversations from their Device are likewise Encrypted whilst they are in your home.   

Finally, think of Encryption as a very strong hub within which you store your most personal and 

valuable information. The only way to open and close the hub is with a key (your Device Passcode), 

and provided you protect the key, by not getting conned into giving it away, then this information 

will remain safe. See Cyber Con-Tricks below. 

 

1.8 The Threats: 

And now the bad stuff. Whilst the Internet contains vastly more good things than bad, as it has 

grown over the years it has attracted a lot of bad people with different types of (bad) motives. If we 

now consider these bad motives (the Threats) we can soon understand how to protect ourselves 

from them. 
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1.8.1 Cyber-Theft and Cyber-Fraud: 

Theft is by far the biggest Threat to those of us who simply wish to use the Internet for its intended, 

helpful, purposes. With the advent of on-line retail and on-line banking, along came the Cyber-

Criminals. They will attempt to steal our personal information (name, date of birth, address… and 

more) so that they can then sell it to other Cyber-Criminals, who in turn will use it to impersonate us. 

This is what we know as “identity theft” and is used by the Cyber-Criminals to (for instance) 

impersonate us and take-out an on-line bank loan in our name. 

Cyber-Criminals will also try to steal our credit card details when we do on-line banking and on-line 

shopping; without us knowing they can then use our stolen-on-line credit card details to make their 

own purchases. 

Like burglars, Cyber-Criminals are only interested in things of value that they can steal before 

anyone notices.  

1.8.2 Cyber Con-Tricks (Phishing): 

Cyber-Criminals know that they cannot “crack the code” that protects your Encrypted information. 

Instead they have devised cunning con-tricks, collectively known as Phishing, to exploit human 

weaknesses (such as trust) and trick you into providing them with the “key” to the electronic 

“strongbox” in which you keep your private and confidential information such as passwords, 

usernames and credit card details for your on-line purchases. 

The Phishing con-trick will take the form of an unexpected telephone call, pretending to be your 

bank (for instance), and asking you, often convincingly, to say your on-line bank account Username 

and Password over the phone. Or the con-trick might take the form of an e-mail containing a web-

link to a web-site that really does look like your on-line banking / retailer log-in screen, but is in fact 

a malicious web-site created by the Cyber-Criminals to capture your Username and Passcode and 

potentially other personal information. 

1.9 On-Line Grooming: 

Rightly or wrongly, this is the criminal activity that worries us parents more than most of the threats 

that our children face each day.  

The good news is that we can mitigate these Threats. We cannot eliminate them completely, but we 

can take stapes to protect firstly ourselves (the grown-ups) and thereafter our children, so that we 

substantially reduce the probability of being hurt by any of the Threats.   

1.10 The Other Threats: 

There are many other types of Cyber-crime, but not really relevant to this Guide, such as cyber-

attacks on nation states’ infrastructure by other nation states, either to cause disruption or simply 

just to prove they have the ability to do it. 
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Industrial espionage, namely the sophisticated theft of large amounts of secret information by one 

company (using “hackers”) to steal company secrets from another. 

1.10.1 The Dark Net: 

Organised, International and illegal use of the Internet by Cyber-Criminals to share and trade stolen 

information, such as lists of stolen-on-line credit card details, or to trade drugs and other illegal 

material. The Dark Net is highly valuable to Criminals and Cyber-Criminals because that transactions 

it brokers on their behalf are very difficult to trace to individuals and places. 
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2: Protect your Devices 

Before we consider on-line controls and protection for our children, we (the grown-ups) need to 

protect ourselves. 

If you haven’t already done so, enable a pass-code on your mobile Device. This will typically be a 4-

digit or 6-digit number (or a password) that must be difficult for an opportunist thief or Cyber-

Criminal to guess. For instance, don’t use your date of birth as a passcode, as you will be surprised 

how readily available that piece of information is available in the Internet world.  

If a thief does get hold of your phone they might be able to wipe all the information stored on it and 

re-sell the phone, but they will not be able to read any of the personal information and photos that 

you have stored there. 

Use the cog-wheel “Settings” icon on your device to navigate to the “Set Passcode” option; on some 

devices this will be called a “Screen-Lock”. Here are a few examples of how to do this. 

For the iPhone or iPad, the following web-site shows you the steps: 

www.support.apple.com/bg-bg/HT204060 

For the Samsung Galaxy phone: 

www.samsung.com/us/support/answer/ANS00062632/ 

For the Amazon Kindle: 

www.amazon.co.uk/gp/help/customer/display.html?nodeId=201540630 

 

2.1 Protect your Device from those you Love 

In the context of this Parental Guide, the Passcode protection serves two other very important 

purposes: 

 It prevents a child (or anyone else for that matter) from accessing your Device to make on-

line purchases (without you knowing!). 

 It prevents an (ingenious) child from creating a Wi-Fi Hotspot from your phone (a capability 

sometimes called “Tethering”), and thereby bypassing the Parental Controls that you have 

so cunningly enabled on the family Broadband / Wi-Fi hub. 

Tethering allows your phone to connect to the internet using the National Mobile Phone (4G/5G) 

network and broadcast a short-range Wi-Fi signal to another Device nearby (such as a laptop or a 

tablet), thereby allowing that “secondary” device to access the Internet. Tethering is very useful if 

you are away from home and can only get access to “Free Wi-Fi Here” but really need secure access 

to the Internet. Tethering is very secure as the host device (the phone) and the laptop (the 

secondary device) share the same passcode to create an Encrypted connection, and provided you 

don’t let anyone see that passcode, no-one can tap-in to your “Wi-Fi Hotspot” or snoop your 

internet-conversations. 

http://www.support.apple.com/bg-bg/HT204060
http://www.samsung.com/us/support/answer/ANS00062632/
http://www.amazon.co.uk/gp/help/customer/display.html?nodeId=201540630


Page 8 of 10 
 

2.2 Protect the Home Broadband  

When installed by a professional installer, your home Broadband / Wi-Fi Hub will be “password 

protected” and therefore to connect your Devices to the Wi-Fi signal emitted by the Hub, you must 

know the password. 

A good idea is to change this password from the “factory value”, and to change it periodically 

thereafter, as it is not always possible to remember all the different people you have given your 

Broadband password to… and who each of them has passed your password on to…. 

If for any reason your Devices can connect (for the first time of use) without being prompted for a 

Password, then your Broadband Hub will not be password protected. In which case you must enable 

a Password. The following web-sites show you how to do this for the following broadband providers: 

Sky: www.sky.com/help/articles/find-and-change-your-wireless-password 

Virgin:  www.virginmedia.com/help/virgin-media-change-hub-wifi-password 

BT:  

http://bt.custhelp.com/app/answers/detail/a_id/14110/~/how-do-i-change-the-wi-fi-password-on-

my-bt-hub%3F 

 

  

http://www.sky.com/help/articles/find-and-change-your-wireless-password
http://www.virginmedia.com/help/virgin-media-change-hub-wifi-password
http://bt.custhelp.com/app/answers/detail/a_id/14110/~/how-do-i-change-the-wi-fi-password-on-my-bt-hub%3F
http://bt.custhelp.com/app/answers/detail/a_id/14110/~/how-do-i-change-the-wi-fi-password-on-my-bt-hub%3F
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3: Parental Controls 

3.1 What are Parental Controls? 

Parental Controls are restrictions to types of web-site on the Internet that you do not wish your child 

to visit whilst connected to your home Broadband/Wi-Fi, or whilst outside the home and using their 

own Device (smart-phone, tablet).  

The example below lists (on the left-hand side) the types of web-sites that can be restricted (ie 

blocked) by a BT Broadband Hub: 

 

 

3.2 How to Activate Parental Controls: 

Please visit the following website: 

www.internetmatters.org 

This is an excellent web-site maintained by a collaboration of the major Broadband and Mobile 

Phone operators in the UK and is aimed at parents. The web-site provides easy step-by-step guides 

for switching-on Parental Controls, for all types of Device, including Gaming Boxes. 

The web-site also provides age-specific advice for offering Internet guidance to your children, and 

advice on spotting possible on-line threats to your children and guidance on what to do next. 

3.3 Set Parental Controls on your Broadband Hub: 

From the Home page (click on the link above), select Controls, and then select Broadband and 

Mobile Networks, and select the image of your home broadband provider and simply follow their 

guide for switching-on different types of restriction. Each type of restriction you enable will prevent 

any Device connected to your Home broadband from accessing any web-site of the type you have 

“restricted”; for instance on-line gambling web-sites. 

http://www.internetmatters.org/
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3.4 Set Parental Controls on each Device belonging to your Children: 

For each Device owned by your children: 

 Smart-phone 

 Tablet 

 Gaming Box 

 Laptop 

You can set the same types of Parental Control (web-site) restrictions as on the family Broadband 

Hub. This will prevent your child’s Devices from being used to bypass Parental Controls on your 

Broadband Hub: 

 outside the home (eg at a friend’s house), 

 by accessing the Internet using a Wifi Hot-spot (Tethering) from a friend’s smart-phone, as 

described in Section 2 above. 

Simply find the Device type from the different menus on the home page of www.internetmatters.org 

and follow the step-by-step guide. 

There is also a search capability (if you are not sure how to find the particular Device type): 

Scroll to the bottom of the Home page and select the option Search parental Controls 

Enter the name of the Device on which you wish to activate the parental controls; eg “Xbox” and 

click Search. Then select the image for your child’s particular Device (ie the model of Xbox in this 

example) and follow the simple step-by-step guide for activating the Parental Controls. 

 

Feedback: 

If you would like to provide any feedback, or suggest any changes to this Guide, then please feel free 

to email the school using the Email the School link on the school web-site. 

 

 

http://www.internetmatters.org/

